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By Lara Westra

More than two years after the 2021 coup, Myanmar remains under military rule, with the Junta using surveillance
and digital repression to silence dissent and block democratic progress. Despite the appearance of electoral processes
in the past, Myanmar’s political structure has allowed the military to maintain unchecked power (King, 2022). The
Tatmadaw’s use of technology, including facial recognition, social media monitoring, and disinformation campaigns,
reflects a dangerous evolution from traditional authoritarian tactics to a modern surveillance state (Dean, 2017).
These practices have not only oppressed civil society and political opposition but have also exacerbated existing
humanitarian crises.

A Democratic Facade

Since 2011, Myanmar appeared to undergo a transition toward democracy and a market economy. However, this
transition was structurally constrained from the beginning. The 2008 Constitution guaranteed military control over
three powerful ministries, defence, home affairs, and border affairs, along with ‘25%’ of parliamentary seats and veto
power over constitutional amendments (Hlaing, 2012; King, 2022, P.3).

The landslide victory of the National League for Democracy (NLD) in the 2020 elections deepened tensions between
the civilian government and the military (King, 2022). On February 1, 2021, General Min Aung Hlaing and the
Tatmadaw (Myanmar’s military) launched a coup, citing unsubstantiated claims of voter fraud (King, 2022). Despite
denials by the Union Election Commission and international election observers such as The Carter Center, the
military proceeded to dissolve democratic institutions and assert control (King, 2022).

Myanmar’s Internet Weaponisation Tactics

While the military’s repressive methods are not particularly novel, their technological sophistication has grown. In
previous regimes, such as the German Democratic Republic (GDR), the Stasi relied on informants, wiretaps, and mail
interception to control the population (Dominguez, 2024). Today, Myanmar’s intelligence services use tools such as
facial recognition, drone surveillance, internet monitoring, and algorithmic tracking to monitor dissent with far
greater reach and efficiency (Htwe, 2025).

The Tatmadaw’s Office of the Chief of Military Security Affairs (OCMSA), in coordination with the Myanmar Police
Force (MPF) and its intelligence arms, including the Special Branch and the Criminal Investigation Department,
operates a highly coordinated surveillance network (Dean, 2017). These agencies not only collect information but
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The Internet is now a major source of information shaping worldviews and political beliefs. Weaponisation involves
using information, true, false, or biased, in ways that cause harm or manipulation (McLoughlin, 2023). Threats can
come from individuals, groups, or even Al-powered algorithms and large language models. Digital repression in
Myanmar goes beyond passive surveillance. For example, three years since the coup, the Junta have conducted
internet shutdowns and telecom jamming ahead of military assaults which fuelled widespread arrests, with
thousands of activists, journalists, and civilians arbitrarily detained (Htwe, 2025). In addition, the Junta actively
deployed disinformation campaigns through state-controlled and fake social media accounts to discredit opposition
movements, distort facts, and justify its grip on power (Htwe, 2025).

Internet Shutdown Events in Myanmar
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*Temporary curfews were largely part of regional and national shutdowns with very few stand-alone events.

Currently, mobile internet shutdowns, the arrest of elected officials, and the silencing of independent media have
become routine (Selth, 2025). Surveillance systems in major cities now include CCTV cameras with license plate and
facial recognition capabilities, further expanding the regime’s ability to monitor and intimidate its population (Selth,
2025). Most recently, the Junta banned major VPN services, cutting citizens off from secure access to blocked apps
like Facebook and messaging platforms (Padmanabhan et al., 2021). Authorities also randomly inspect phones under
anti-terror laws, seizing VPN apps and detaining users (Padmanabhan et al., 2021). These operations are used below
the threshold of war, allowing plausible deniability and making attribution difficult (Coppel and Chang, 2024).
Consequently, feedback loops are occurring, where responses are creating secondary threats, leading to echo
chambers and escalating tensions.

Civil Conflict and Humanitarian Consequences

Myanmar’s political instability is intertwined with long-standing civil wars, ethnic tensions, and colonial legacies.
Military campaigns against ethnic minorities, most notably the ongoing Rohingya conflict that has created a deep-
seated humanitarian emergency (Debnath et al.,2022) Additionally, armed clashes in Kachin and Shan states have
caused mass displacement, food insecurity, and the erosion of public services (King, 2022).

International actors should expand sanctions on companies linked to the military and restrict military access to
surveillance technology. Additionally, support for international legal mechanisms, including the International
Criminal Court and UN investigative bodies, is vital to address war crimes and systemic repression. Finally, tech
companies should be vetted and held accountable for enabling surveillance and propaganda in authoritarian regimes.
Content moderation and platform transparency must improve in Myanmar’s context.

Myanmar today highlights an example of how authoritarian regimes adapt, merging traditional military control with
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the evolving nature of authoritarianism and respond with equally adaptive strategies rooted in accountability,
protection, and support for democratic resilience.
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