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Today, we removed three unconnected networks of accounts, Pages and Groups for
engaging in foreign or government interference — which is coordinated inauthentic

behavior on behalf of a government or foreign actor — on Facebook and Instagram.
The first operation originated in Russia and primarily targeted Ukraine and its
neighboring countries. The second originated in Iran and focused mainly on the US.
The third network originated in Myanmar and Vietnam and targeted audiences in
Myanmar. Each of them created networks of accounts to mislead others about who
they were and what they were doing. We have shared information about our findings
with industry partners.

We’re constantly working to detect and stop this type of activity because we don’t
want our services to be used to manipulate people. We’re taking down these Pages,
Groups and accounts based on their behavior, not the content they posted. In each
of these cases, the people behind this activity coordinated with one another and
used fake accounts to misrepresent themselves, and that was the basis for our
action.

We are making progress rooting out this abuse, but as we’ve said before, it’s an
ongoing challenge. We’re committed to continually improving to stay ahead. That
means building better technology, hiring more people and working closer with law
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enforcement, security experts and other companies.
What We’ve Found So Far

Today, we removed 78 Facebook accounts, 11 Pages, 29 Groups and four Instagram
accounts for violating our policy against foreign or government interference. This
activity originated in Russia and focused primarily on Ukraine and neighboring
countries.

The individuals behind this activity posed as locals and used fake accounts — some
of which had already been detected and disabled by our automated systems — to
manage Groups and Pages, post and comment on various content. Some of these
accounts represented themselves as citizen journalists and tried to contact
policymakers, journalists and other public figures in the region. The Page admins and
account owners typically posted content in Russian, English and Ukrainian about
local and political news including public figures in Ukraine, Russian military
engagement in Syria, alleged SBU leaks related to ethnic tensions in Crimea and the
downing of the Malaysian airliner in Ukraine in 2014. Although the people behind this
network attempted to conceal their identities and coordination, our investigation
found links to Russian military intelligence services.

Presence on Facebook and Instagram: 78 Facebook accounts, 11 Pages, 29 Groups and 4
accounts on Instagram.

Followers: About 500 accounts followed one or more of these Pages, about 6,150
accounts joined at least one of these Groups and around 100 people followed one or
more of these Instagram accounts.

We found this activity as part of our internal investigations into Russia-linked,
suspected coordinated inauthentic behavior in the region.

Below is a sample of the content posted by some of these Pages:



F MpeangedTt YKpamHbl 3eneHcKHn .-
Bnagmmup Anexcasgpoauy
May 31, 2018

May 31, 2018

Cnepcteexnyo rpynny no rubenn MH-17 xaet xapkoe neto?

"BnacTu Manaiaww TpelyioT NOKAIATENECTE TOMo, 4To POCCMA HeceT
OTBETCTEE@HHOCTE 38 Tpareawmio peirca MH17 Malaysia Airines a 2014
roay Ha Ooxbacce. O6 3TOM JAABMN NPEMbED-MWHWCTD CTPaHbI
MaxaTtxmup Moxaman. Mo ero cnosam, ManaiawA cornacKnacs ¢
OT4Y4ETOM O paccnenosadnk B Huoepnadaax, HoO TONLKD A0 TOro
MOMEHTA, re YKasaHo, 4To camoneT Gibin cOMT pakeTon, BuINyWeHHO
Poccwen:

*Onxmn obeMHAOT Poccuio, HO rae Aokasatensctea? Mel aHasM, 4To
pakeaTa, cluBluan CaMonaT, - 3TO pakeTa Fl][:CI-"Il;‘I[:KGFD THNAa, =0 OHAa
TAKME MOMAT BRTh MANOTOBNEHA B YIpanHa®, - OTMETIN OKH",

A Hunepnanaw yxe paccnabunm GynxmM, Kaxk ¥ seck
“UnennuacsanHisid mup®, Gyayyd yeepeHHsl, YTO 3Ta KaTacTpoda
HE3AMETHO W THX0 WCYE3HET C NOBECTKA AHA, CTAB NKWL OYepeqHORn
TalHoW spone yBwiacTea KenHeaW mnm TepakTa 11 ceHTRBpa 2001.
[okasand, He O0OKAIANM, HALLNK, He HALLMKW - KAKaA pa3sMua? Mpo
OBELWAHHBLIA TPUBEYHAI BCe » Tak Ha4vanu 3abbiBaTe... Y e
BbAenaH0 PMHAHCHPOBaHWe OT TPEX CTPaH Ha “paccnefqoBaHMe” ax
Ao 2023 rona, ofpasosanbl "WTATH" GHOPOKPATOE, BHMCTPOMBIUMNCA B
ouepeas ANA OCBOSHWA 3THX CpeacTe... B obwem cuaeny, HUKOTD He
Tporany, nomyqand 6atno, MMUTHUPYR BYpHYO ABATENLHOCTE, M TYT -
Ha Tebe! ONATL BCE NO HOBOHW MCKATL, Teneps PEAJIBHO yxe...

M kaxan myxa yycuna npemeepa Mananann, 0aHHM NWLLEL
3aABNEHWEM NOMHOXMBLLErD HA HONL BCE “TPYAL®™ ¥ “AoCTHXEHUA™ 5
net pafoTe esponeduea???)

CpaeTtcA MHe, ANA KOro-To NaTo GyoeT Mapkuw....

See Translation

i
KORRESPOMDENT.NET
MH17: Manai3un TpeGyeT oKasaTenscTs BUHLI Poccun

COMBIWIAR CAMONET PAKeTa POCCHWCKOND THNA, HO OHa TaKWe MOorma...

Reshare text: Hot summer for the MH17 investigation
team?”Malaysian authorities ask for the proof that
Russia is to be responsible for the tragedy of the MH17
Malaysia Airlines in Donbass region in 2014, said the
country’s prime minister Mahathir bin Mohamad.
According to him, Malaysia agreed with the
investigation report made in Netherlands, but only until
the clause which indicates that the plane was hit with a
missile by Russia. “They blame Russia, but where is the
proof? We know that the missile that hit the plane was
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of the Russian type, but it could also have been
produced in Ukraine”, he mentioned.Netherlands and all
the “Civilized World” have already relaxed, being sure
that this catastrophe will disappear from the agenda
quietly and unnoticed, becoming just another mystery
like Kennedy Assassination or the 9/11. Proved, didn’t
prove, found, didn’t find - what’s the difference? They
already started to forget the PROMISED TRIBUNAL...
The funding for the ‘investigation’ has been already
issued by three countries up until 2023, teams of
bureaucrats formed, all lined up to allocate the funds...
So they just sat there, didn’t bother anyone, got the
bucks while having imitated the frenzied activity,
and..here you go! They have to write it anew, and this
time for REAL.. And what has gotten into the Malaysian
prime minister, who in one announcement nullified all
the 5-year-long ‘work’ and ‘achievements’ of the
Europeans???)It seems to me that this summer will be
hot for some...

il Like Page ***

Bo opekia nposepoi B 45- 0 D6 ba o0 LoHTES obacnaqyariin Guna
obHapy=aHa veasaTka 200 TOHH ToIMEA W GPaKOBAHHEIE KOHCHDER

See Translaion

RUTSHUA
"Wamena BCY": MNonropax orofipan 3saquwe y BOSHHBIX M3-33
CHAHAANBHOrO XMeHHA 200 TOHH ropso4Yenro

Caption: Shortage of 200 tons of fuel and faulty
canned goods found during the inspection in the
46th Unified Supply Center Link: “Treason of the
Armed Forces of Ukraine”: Poltorak revoked the
grade title from military officers due to the
scandalous embezzlement of 200 tons of fuel
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We also removed 6 Facebook accounts and 5 Instagram accounts that were
involved in foreign interference as part of a small network originating in Iran that
primarily focused on the US.

The individuals behind this activity used fake accounts — some of which had been
previously detected and disabled by our automated systems — to post in Groups and
comment on content. Some of them attempted to contact public figures. They
shared posts about political news and geopolitics including topics like the US
elections, Christianity, US-Iran relations, US immigration policy, criticism of US
policies in the Middle East and public figures as well as video interviews with
academics, public figures and columnists on issues related to Iran and US elections.

« Presence on Facebook and Instagram: 6 Facebook accounts and 5 accounts on
Instagram.

+ Followers: About 60 people followed one or more of these Instagram accounts.

We found this activity as part of our internal investigations into Iran-linked suspected
coordinated inauthentic behavior, which exhibited some links to the network we had
removed in January 2019.

Below is a sample of the content posted by some of these Pages:
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S s » Only Jesus Can Save

. Jan 2, 2020 9:59am - &

" e

Happy new year and God bless you. | don't know, Why some people are
disingenuous and doesn't want to tell the truth? Do you know?

Translate

LUVE B:03 pm PT
B e

Trump’s nonsense: Now, anybody that becomes president and
they get have a Phone call, they get impeached!

Jan 2, 2020 6:30am - &s
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» Jesus Christ Family
Jul 6, 2019 4:28pm - &)

7
Putting aside the fact that Johg@®tton is\3 total ignoramus with regards to truth &
historical reality confirming the¥itle “Per$ian Gulf”, he often childishly refers to it as
“Arabian Gulf” at times when we want to make KSA happy & milk them even more.
But, perhaps, if Iran paid more than KSA, this slave of gold would “somehow” change
his mind!

Finally, we removed 13 Facebook accounts and 10 Pages for violating our policy
against coordinated inauthentic behavior. This Myanmar-focused activity
originated in Myanmar and Vietnam.

The individuals behind this network used fake accounts to manage Pages posing as
independent telecom consumer news hubs. They also purported to be customers of
some of the telecom providers in Myanmar posting critical commentary about those
companies and their services. The Page admins and account owners typically shared
content in English and Burmese about alleged business failures and planned market
exit of some service providers in Myanmar, and their alleged fraudulent activity
against their customers. Although the people behind this activity attempted to
conceal their identities and coordination, our investigation found links to two
telecom providers — Mytel in Myanmar and Viettel in Vietham — and Gapit
Communications, a PR firm in Vietnam.

Presence on Facebook:13 Facebook accounts and 10 Pages.

Followers: About 265,600 accounts followed one or more of these Pages.

- Advertising: Around $1,155,000 in spending for ads on Facebook paid for in US dollars
and Vietnamese dong.
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We found this activity as part of our investigations into suspected coordinated
inauthentic behavior in the region.

Below is a sample of the content posted by some of these Pages:

Myanmar Telecom Promations
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Translation of the title of Meme: Types of
Thieves:

First Frame: Beginner

“Give me all your money!”

Second Frame: Expert

“WaveMoney: Would you like to
transfer/withdraw your cash?”


https://about.fb.com/wp-content/uploads/2020/02/Image-6-Feb-12.png

Mandalay Tebronm
T Mar 72008 pxss -G8

haidd

é%n;::r:l.[[-CE".ND SHARE qum Da'q:.'p cro'th -n'-'.fu-u:n_-m'n ..... R
Translle

Myammar Telecom Promolions
Mar f, 2000 T4 - @

%ﬂfafp‘g cmbﬁr feca s urﬁ_.:unn:- .Lf.qrmt'xu
]uptr\[_‘nn-.- u' Em?.l' W -\.l!nll SpTRemn
7§80 !n:;aii IR b ma 6 b amge
R ek 'tl:uqm'uv["nhcx moonsEore aigp oxjo
Iﬂﬁ.‘l Wi ke Bonus odcflap-un Bunids & S\-"ﬁlg Eﬁ.-u.-l
mr%c!j:umm- _!:I:'-‘F ae :.:-'qdmpgc.tnd- a:aﬁm_ o
=L 5 ..r.'nEwm ..-mg_m SO GUB Comoms of oo o0
§F @< :P'{r?s-s\ = ODETER Dom 'E;EB';-? o
L :n-ﬂl(m:-n-x- o sguoedlord: o cosooemmE

B oov cmops = aBar  gfemess el ofuabe
-Gmumy G Oe G .p-:b.'ni':-n: nzopogam qdd o &0 Oorm |:|ﬂ5‘:5’g1

CET el B

ﬂa s o meuﬂna-maﬂuﬂam ;-ma

u.w..a t o P I — A
o] 'ﬂgg mD-:'n -tﬁm"ﬁ: e ‘;fair -
Translar:

R B 350 S

W el obag

'\I-- 'I 3 I'I!---_
_— B &

J

Slurw 3 Woee

Translation of the post from Myanmar
Telecom Promotions. Our Myanmar
nationals, let us stand together. If you
are Myanmar and love Myanmar,
please stand with me. Let’s join by
liking and sharing this post. If you
have not heard, we would like to share
about the new policy set by SaNyaNa.
There is no longer Welcome Bonus or
Top-Up Bonus. This means that
although 25 millions of Myanmar
people are away from
telecommunication services, there will
be arise in price by approximately
40%. In Asia, although Myanmar
people are being way underpaid, they
have to pay overly high-price for
telecommunications services. Why is
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SaNyaNa looking for a way to stop
promotions and remove bonuses? We
need your help. Share this post and let
others know. For SaNyaNa, we would
like you to reduce the prices and
provide the opportunity to further
improve Myanmar. Translation of the
text in the image 1: Please do not
increase the price. Fulfill your
responsibility. We are impoverished
and please do not increase the price.
Translation of the text in the image 2:
Monthly income and (Internet) Data
Price Blue Legend: Monthly Income
Yellow: Data Price Recommended
action: Ignore as it does not violate
any of the IS policies.

Myanmar Telecom Promotions
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