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Today, we’re sharing an update on the enforcement actions we’ve taken since our
last montiyggort on coordinated inauthentic behavior (CIB). This includes@pth
our September CIB report and a set of enforcement actions we’ve taken in the last
few days. In total, we are publishing our findings about 10 networks — six
operations we removed in September, most of which we already announced, and
four new operations that we removed since October 1, including those we disabled
this morning.

In each case, the people behind this activity coordinated with one another and used
fictitious accounts and personas as a central part of their operations to mislead
people about who they are and what they are doing, and that was the basis for our
action. When we investigate and remove these operations, we focus on behavior
rather than content, whether they’re foreign or domestic, and regardless of who'’s
behind them or what they post.

Over the past three years, we’ve shared our findings about coordinated inauthentic
behavior we detect and remove from our platforms. Earlier this year, we started
publishing regular CIB reports where we share information about the networks we
take down over the course of each month to make it easier for people to see progress
we’re making in one place. In some cases, like today, we also share our findings soon
after our enforcement. The latest takedowns we are announcing today will also be
included in our October report. You can find more information about our previous
CIB enforcement actions here.

Before we share the details on each network, here are a few trends to note.

More than half of the networks we’re sharing today targeted domestic audiences in
their countries and many of them were linked to groups and individuals associated
with politically affiliated actors in the US, Myanmar, Russia, Nigeria, Philippines and
Azerbaijan. Over the past three years, we've seen and taken action against domestic
political actors around the world using CIB. We know these actors will continue to
attempt to deceive and mislead people, including by making particular viewpoints
appear more widely supported or criticized than they are, or by targeting influencers
to unwittingly amplify their narratives.

Two of the networks we’re sharing today engaged primarily in commenting on
content — relying on real people, not automation — to create the perception of wide-
spread support of their narratives by leaving comments on posts by media entities
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and public figures. Other campaigns — like the ones from Russia (that we removed in
late Septeufdey — focused on tricking unwitting freelance journalists into wr@ng on
behalf of these operations.

Deceptive campaigns like these raise a particularly complex challenge by blurring the
line between healthy public debate and manipulation. Our teams will continue to
find, remove and expose these coordinated manipulation campaigns, but we know
these threats extend beyond our platform and no single organization can tackle them
alone. That’s why it’s critical that we, as a society, have a broader discussion about
what is acceptable political advocacy and take steps to deter people from crossing
the line.

As part of our contribution to this conversation, based on the past three years of
studying and taking down influence operations, my team has outlined
recommendations for regulatory and legislative principles against these deceptive
campaigns here.

We have shared information about our findings with law enforcement, policymakers
and industry partners. We are making progress rooting out this abuse, but as we've

said before, it’s an ongoing effort. We’re committed to continually improving to stay
ahead.

What We Found

(Note: We'll update these numbers in the coming days when more data for this
reporting period becomes available.)

Networks removed October 1-8, 2020:

1. We removed 202 Facebook accounts, 54 Pages and 76 Instagram accounts for

violating our policy against coordinated inauthentic behavior. This activity
originated in the US and focused primarily on domestic US audiences and also on
Kenya and Botswana. (Updated on November 6, 2020 at 9:00AM PT to reflect the
latest enforcement numbers.)

The people behind this activity used fake accounts — a large portion of which had
been automatically removed by our systems — to comment on other people’s
content. Many of these accounts used stock profile photos and posed as right-
leaning individuals from across the US. In 2018, some of these accounts posed as
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left-leaning individuals to comment on content as well. This activity was centered
primariy frfaid commenting on news articles posted by news organizations @pd
public figures, rather than posting their own content. These comments included
topics like trophy or sport hunting in the US and Kenya, the midterm elections in
2018, the 2020 presidential election, COVID-19, criticism of the Democratic party
and presidential candidate Joe Biden, and praise of President Trump and the
Republican party. Most recently, the people behind this activity commented most
frequently on Pages of the Washington Post, Fox News, MSNBC, CNN and The New
York Times. This network showed some links to on-platform activity by Turning Point
USA.

This network appears to have started its operations in 2018 and continued through
2020. Its election-focused behavior began in 2018 in the run-up to the midterms, it
then went largely dormant until June 2020. The most recent activity included
creating what we call “thinly veiled personas” whose names were slight variations of
the names of the people behind them and whose sole activity on our platform was
associated with this deceptive campaign. We assess this shift in tactics is likely due
to the majority of this network’s fake accounts getting caught by our automated
detection systems.

We began our investigation after public reporting about some elements of this
activity by the Washington Post. Although the people behind this network
attempted to conceal their identities and coordination, our investigation linked this
activity to Rally Forge, a US marketing firm, working on behalf of Turning Point USA
and Inclusive Conservation Group. Rally Forge is now banned from Facebook. We are
continuing to investigate all linked networks, and will take action as appropriate if we
determine they are engaged in deceptive behavior.

Presence on Facebook and Instagram: 202 Facebook accounts, 54 Pages and 76
Instagram accounts. (Updated on November 6, 2020 at 9:00AM PT to reflect the latest
numbers.)

Followers: About 372,500 accounts followed one or more of these Pages and around
22,000 people followed one or more of these Instagram accounts. (Updated on
November 6, 2020 at 9:00AM PT to reflect the latest numbers.)

- Advertising: Around $1.15 million in spending for ads on Facebook and Instagram paid for
in US dollars. This includes the entirety of advertising activity by both inauthentic and
authentic accounts removed as part of this network. (Updated on November 6, 2020 at
9:00AM PT to reflect the latest numbers.)

Below is a sample of the content posted by some of these Pages and accounts:


https://about.fb.com/

> Meta


https://about.fb.com/

o The Des Moines Register @ e
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“If a county auditor takes advantage of this time on Saturday, Oct. 31,
they would likely be able to begin tabulating earlier on Monday before
the election,” Secretary of State legal counsel Molly Widen said on
Friday's conference call with legislators.

DESMOINESREGISTER.COM

Expecting a surge of mail-in votes, lowa will give counties a
head-start on opening absentee ballots

Visit the Voting Information Center for official election
resources and local updates.

Get Voting Information

@ Mail-in ballots are such a horrible idea. A
dangerous amount of ballots will be lost or won't arrive in time.
The smartest thing to do is to vote in person.

Like - Reply - 1d
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* One Wisconsin Now @
30 November 2018 - &

This Republican gang has shown time and again they have no shame
when it comes to rigging the rules to give themselves an unfair partisan
advantage.

OMEWISCONSINNOW.ORG | BY ONE WISCONSIN NOW

Republicans Launch Another Assault on Democracy
This Republican gang has shown time and again they have no shame...

@ So sick of democrats continuing to make
republicans look bad! It makes me tired of politics and | just
believe Republicans are much more humble when it comes to
money because Democrats will do anything to screw over
Americans (ex. Unions) by taking more money from the
American people.
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Les premiers permis de chasse commerciale aux éléphants devraient
étre délivrés au Botswana dés ce mois de décembre 2018, Ainsien a
décidé le président de la République. Cependant, des ONG
s'indignent de cette mesure, qui selon elles, met en péril I"avenir des
éléphants dans un pays ol la sécheresse a déja causé la mort de 100
pachydermes en l'espace de deux mois.
https:/fwww.afrik21.africa/botswana-le-gouvernement-delivr.../

See Translation

AFRIKZ1.AFRICA

BOTSWAMNA : le gouvernement délivre des permis de
chasse aux éléphants | Afrik 21

ﬂm 4 comments

ﬂb Like [ comment £ Share

e Botswana is beginning to take steps toward
legitimate conservation, you love to see it, Kenya take notice!

Like - Reply - 423w
That's awesome legal hunting fund so many

conservation efforts. This will help protect all the other
elephants for more decades.

Like - Reply - 42w
Way to go, | guess he really is insistent on

making sure Botswana doesn't become a failed wildlife state
like Kenya

@ @

Like - Reply - 42w

| have trust for Botswana and their
conservation efforts. I'm sure that they will be fine. They sure
hawe had better results than Kenya with their wildlife, which
banned hunting years before.

©

Like - Reply - 42w
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Let Africa Live e
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Legal and mll-regulg;ggming supports kocal and rural communities
by placing a tangible value on wildlife! #LetAfricalive

Legal and

well-regulated

hunfing supports
he eco-system

’ gk Dwrdaly It ks etremely shocking 1o me that thene ang
individuals who are willing to make grand claims about how
much they care about the eco-system but refuse to accept the
proven science behind consumptive conservation.

Like - Reply - 13w o

2. We removed 38 Facebook accounts, 15 Pages and 6 Instagram accounts for
violating our policy against coordinated inauthentic behavior. This domestic-
focused activity originated in Myanmar. (Updated on November 6, 2020 at 9:00AM
PT to reflect the latest enforcement numbers.)

We identified clusters of connected activity that relied on a combination of fake,
duplicate and authentic accounts to post content, evade enforcement and removal,
manage Pages and drive people to off-platform websites including military-
controlled media domains. These accounts often used stock female profile photos
and photos of celebrities and social media influencers. The individuals behind this
network posted primarily in Burmese about local news and current events including
topics like military activities, the Union Solidarity and Development Party, local
COVID-19 response, criticism of the the National League for Democracy, a political
party in Myanmar, and Aung San Suu Kyi, as well as a small number of anti-Rohingya
posts.

We began our investigation after reviewing local public reporting about some
elements of this activity as part of our proactive work ahead of the upcoming
election in Myanmar. Although the people behind this activity attempted to conceal
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their identities and coordination, our investigation found links to members of the

Myanmar|ojditeyy. Q

Presence on Facebook: 38 Facebook accounts, 15 Pages and 6 accounts on Instagram.
(Updated on November 6, 2020 at 9:00AM PT to reflect the latest numbers.)

« Followers: About 480,000 accounts followed one or more of these Pages and around
800 accounts followed one or more of these Instagram accounts. (Updated on
November 6, 2020 at 9:00AM PT to reflect the latest numbers.)

- Advertising: Around $1,750 in spending for ads on Facebook paid for in US dollars.
(Updated on November 6, 2020 at 9:00AM PT to reflect the latest enforcement
numbers.)

Below is a sample of the content posted by some of these Pages:
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See Translation

Translation:

Page Name: People’s Voice

Caption: Daw Aung San Suu Kyi is so smart....1)
She grasped love from people by blaming illegal
Bangali problem originated from Military
government and U Thien Sein government and
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by participating in 2015 general elections
withouta %ecHuslim candidate. But after the
election, she appointed Muslim lawyer U Ko Ni as
chairman of Constitutional amendment
Committee - an important position - under the
pretext of constitution amendment. (Yes! Daw
Aung San Suu Kyi is so smart....) 2) She grasped
love from people by proclaming to upgrade the
outdated education system while blaming the
failure of the system at the time of U Thien Sein
government. But rumors came out that Daw Su
has improved education system by allowing
matriculation passing rate to 50 percent with
‘Moderation System’. (Yes! Daw Aung San Suu
Kyiis so smart....) ....
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See Translation

Translation:

Page title: Our army

Caption: Nothing special. Just because the
country next door is boasting (about their military
power) The parade is not about intimidating
others. It is a partial demonstration to show how
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strong the country’s defense capabilities are, how
high thacc]wgf’a defense morale is and how the
soldiers of the country are patriotic and possess
defense mindset.(Excerpt from an interview
between the Office of the Commander-in-Chief of
the Defence Services and Russia Today News
Agency, 2020) #crd-Phoe Si
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See Translation

Budget Deficit
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MYANMAR INSIDER
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Translation

Page title: Public Outcry

Caption: Don’t ask what the government has done
in the last five years.Just look at the economic
situation in Myanmar from 2016 to 2019
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See Translation

Translation:

Caption: Local farmers’ heartfelt voices on the
support of rice, oil, salt, beans and food supplies
from military families for families affected by the
drought

3. We removed 589 Facebook accounts, 7,665 Pages and 437 accounts on
Instagram that were involved in coordinated inauthentic behavior. This network

originated in Azerbaijan and focused primarily on domestic audiences. (Updated on
November 6, 2020 at 9:00AM PT to reflect the latest enforcement numbers.)

While the individuals behind this activity used fake accounts — some of which had
been already detected and disabled by our automated systems, they primarily relied
on authentic accounts to create Pages designed to look like user profiles — using
false names and stock images — to comment and artificially boost the popularity of
particular pro-government content. This network appeared to engage individuals in
Azerbaijan to manage Pages with the sole purpose of leaving supportive and critical
commentary on Pages of international and local media, public figures including
opposition and the ruling party of Azerbaijan, to create a perception of wide-spread
criticism of some views and wide-spread support of others. From what we’ve seen, it
appears that most of the engagement these comments received were from within
this network of Pages themselves. Our analysis shows that these comments were
posted in what appears to be regular shifts during working hours in Azerbaijan on
weekdays.
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This network posted primarily in Azerbaijani, and also in Russian and English. Their
commentifegdqyently touched on local and regional news and events, politicsQ
government policies, tensions between Armenia and Azerbaijan, Armenia’s actions
during past escalations in Nagorno-Karabakh, praise of President Ilham Aliev and the
New Azerbaijani Party, criticism of the opposition party and leaders accusing them of
treason, and denials of human rights abuse allegations in Azerbaijan.

We identified this network through an internal investigation into suspected fake
engagement activity in the region. Our investigation linked this activity to the Youth
Union of New Azerbaijani Party.

Presence on Facebook: 589 Facebook accounts, 7,665 Pages and 437 accounts on
Instagram. (Updated on November 6, 2020 at 9:00AM PT to reflect the latest numbers.)

Followers: About 33,000 accounts followed one or more of these Pages and around
241,000 accounts followed one or more of these Instagram accounts. (Updated on
November 6, 2020 at 9:00AM PT to reflect the latest numbers.)

 Advertising: Around $6,600 spent on Facebook ads paid for primarily in US dollars.

Below is a sample of the content posted by some of these Pages:
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Azarbaycan igtisadiyyati na gadar kigilacak?
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Automated Translation:

Page name: Radio Liberty Azerbaijan about

Post: “Regarding the ADB’s forecast figures, | believe that
with this trend, GDP will decline by 4.8-5 percent. If there is a
2.8% decline in the first seven months of 2020, it may
continue until the end of the year. The consequences of any
crisis over time are going to felt even more.”

Comment 1: Despite the negative impact of the pandemic on
the country and the world economy and falling oil prices, as
noted by President Ilham Aliyev, no social project will be
postponed.

Comment 2: It should be noted that during the

pandemic, our country saw a decline in the economy of only
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2.8% in 7 months. However, this result is very good for many
countrigs. Meta

Comment 3: Azerbaijan has a strong economy, and the virus
has had little effect on growing economic development. This
took us an average of 2 years ago, but in countries like
Germany, this figure is much higher.

Comment 4: Important reforms are underway in

Azerbaijan to double the economy. The state uses all
opportunities to resolve this issue. We have passed many
such tests and we will continue to do so.

YAP Ganclar Birliyi
| z

W

stardi ki ,xalg kima inanmah probleaminin hallini kimda

Automated Translation:

Page name: New Azerbaijani Party Youth Union

Post: PRESIDENT ORDERS ON “DIGLAS”:
ENTREPRENEURS WILL BE

COMPENSATED [Link to video]

Comment: Once again, the leader showed who the people
should trust and who can provide the solution to their
problems.


https://about.fb.com/wp-content/uploads/2020/10/Oct-23.png?resize=464%2C530
https://about.fb.com/wp-content/uploads/2020/10/Oct-21.png?resize=476%2C525
https://about.fb.com/

Organized Crime and Corruption Reporting Project

%

Airline Once Linked to Azerbaijan's Ruling Family Got US Loan Guarantees,
Military Contracts, Planes

Like - Reply

Eurasianet

What began as a pro-military demonstration in Azerbaijan last night
ultimately turned into an anti-government protest

Translate

EURASIANET.ORG

Pro-war Azerbaijani protesters clash with police, break into
parliament

Please do not spread disinformation. it was nol anti-governmant profest, it was just an
atlempt by few radicalists. Arerbaijan people fully support President, our army and
strongly condemn armenian aftacks and provocations on state borders
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4. We removed 78 Facebook accounts, 45 Pages, 93 Groups and 46 Instagram
accountsefgpged in coordinated inauthentic behavior. This activity originatéll
primarily in Nigeria and focused on domestic audiences. (Updated on November 6,
2020 at 9:00AM PT to reflect the latest enforcement numbers.)

The people behind this activity used fake and duplicate accounts to manage Groups
and Pages posing as independent news entities, and to drive people to their off-
platform sites. Many of these accounts used stock images and photos of Ibrahim
Zakzaky, the head of Nigeria’s Islamic Movement (IMN), Ayatollah Khomeini and
Qasem Soleimani. This network amplified particular hashtags including
#FreeZakzaky after the arrest of IMN’s founder. The Page admins and account
owners posted primarily in Hausa, and also in English and Arabic about local news
and events including IMN being a peaceful movement, protests across Nigeria, and
criticism of the Nigerian armed forces, police, President Buhari and the ban of IMN.

We identified this activity through our investigation into suspected coordinated

inauthentic behavior in the region with some limited links to the network we removed
in March 2019. Although the people behind this operation attempted to conceal their
identities and coordination, our investigation linked this activity to the Islamic
Movement in Nigeria.

Presence on Facebook and Instagram: 78 Facebook accounts, 45 Pages, 93 Groups and
46 Instagram accounts. (Updated on November 6, 2020 at 9:00AM PT to reflect the
latest enforcement numbers.)

Followers: Around 82,000 accounts followed one or more of these Pages, about 130,000
accounts joined at least one of these Groups, and around 25,000 people followed one or
more of these Instagram accounts. (Updated on November 6, 2020 at 9:00AM PT to
reflect the latest numbers.)

- Advertising: Less than $50 spent on Facebook and Instagram ads paid for primarily in US
dollars. (Updated on November 6, 2020 at 9:00AM PT to reflect the latest numbers.)

Below is a sample of the content posted by some of these Pages:
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From Abdulmumin Salisu Sulaiman

The Nigerian police group has opened the students of malam zakzaky
fire when they came out to protest in Abuja for the sake of their leader
and his house.

£} - See original - Rate this translation
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#FreeZakzaky Sanal‘v‘lﬁﬁal:re #Abuja_struggle

The Army of seeking the freedom of leader Sheikh Zakzaky (H) today is
inarea 1 in Garki Abuja.

#Frealakzaky

£ - See original - Rate this wranskation

(WEIDEMAND FOR
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B/SHEIKH ZAKZAK Y
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Zakzaky} thM@ftﬂl and Migeria, that the federal government

From Bilya Hamza Dass

The Federal government has blamed the leader of Islam, Sheik Ibrahim
El-Zakzaky and the plan to réturn Migeria to a country of Islam....

See More

£ - See original - Rate this transkation
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# Bring Back Our IMN Members e
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Let's start trending #FreeZakzakyAndZeenah to demand justice for the

most oppressed personalities in Nigeria.
Join us now for humanity .

*Retweet and start Trending*

Take a look at @IMNTwiterTeam's Tweet:
https:/ftwitter.com/fIMNTwiterTeam/status/920303145493950464...

*Please Share*

TWITTER.COM
IMN Twiter Team on Twitter
"Let's start trending #FreeZakzakyAndZeenah to demand justice for the...

Networks Removed in September 2020:

1. NEW — Russia: We removed 40 Facebook accounts, 17 Pages, 1 Group and 6 Instagram
accounts in Russia. This network focused on domestic audiences. We identified this
network after receiving information about its off-platform activity from our colleagues at
Twitter. Our investigation linked this activity to individuals associated with the United
Russia party.

2. Russia: We removed 224 Facebook users, 35 Pages, 18 Groups and 34 Instagram accounts
linked to the Russian military including military intelligence services. This activity originated
in Russia and focused primarily on Syria and Ukraine, and to a lesser extent on Turkey,
Japan, Armenia, Georgia, Belarus and Moldova. A small portion of this activity focused on
the UK and the US. We identified this network as part of our investigation into suspected
coordinated inauthentic behavior connected to the networks we removed in August 2018
and February 2020. (Originally announced on September 24, 2020)

3. Russia: We removed 1 Page, 5 Facebook accounts, 1 Group and 3 Instagram accounts linked
to individuals associated with past activity by the Russian Internet Research Agency (IRA).
This small network originated in Russia and focused primarily on Turkey and Europe, and
also on the US. We began our investigation based on information from the FBI about this
network’s off-platform activity. (Originally announced on September 24, 2020)
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4. Russia: We removed 23 Facebook accounts, 7 Pages and 3 Instagram accounts linked to to
individMléﬁfd?ussia, including those associated with Russian intelligence services.@is
network focused on global audiences and Russia’s neighboring countries including Belarus.
We found this activity as a result of our investigation into the suspected coordinated
inauthentic behavior linked to our previous enforcement in July 2019. (Originally
announced on September 24, 2020)

5. China: We removed 155 accounts, 11 Pages, 9 Groups and 6 Instagram accounts linked to
individuals in the Fujian province of China. This network focused primarily on the Philippines
and South East Asia more broadly, and also on the US. We found this activity as part of our
internal investigation into suspected coordinated inauthentic behavior in the region.
(Originally announced on September 22, 2020)

6. Philippines: We removed 64 Facebook accounts, 32 Pages and 33 Instagram accounts
linked to Philippine military and Philippine police. This network focused on domestic
audiences in the Philippines. We found the full scope of this activity after investigating
information about a portion of this network brought to our attention by civil society in the
Philippines and Rappler, an independent news organization in the Philippines. (Originally
announced on September 22, 2020)

See the detailed report for more information about our CIB enforcements in
September 2020.
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